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[Start Community Language Document 1]

AEiEd 793

JHC! g BIfimr ded (S Areeg RfFEIaSt Aeg) feasfua Agy HAsT:|

gfse 28 3fSa1 2 &8 §3s it ardt I
fog Iz SHes AelEg fAfafact famdle '3 Qusay AHIE '3 wad3 J
At § AHBEST 3T © 7 eAseH Q9 3 famr 3, 7 Ia:

o fog TA3=H, A KT g ufad W3 6 fafawre S HaY Areardt ATHS I = 3AT

WS MaSTEe Foftmr &9 7og 58 99 A J
o o3 37 B3 6 fafawret 7 3 39 Hae J, BE vz 2= Afg3 TH3=HI

o AT I3 I A B 39 SHas AoEg AfaBfadt Aeg Jgmde

https://www.ncsc.gov.uk/cyberaware/ ‘3 A & Ugfanr AT Aeer J


https://www.ncsc.gov.uk/cyberaware/home#action-1
https://www.ncsc.gov.uk/cyberaware/home#action-1
https://www.ncsc.gov.uk/cyberaware/

WUE WS Els Adfem fg Aag fanwr@e @ 6 391a

Ao fegH © 96, foA A Bd WasEs 83 @ AHT I 99 I

forer wag 3 fa Jaat o8 Arigg-IHS 596 © 209 Ha I8 8T warg I& 189 & =33 sga
B w3 AT foHe e J widdT S9% I

o T W3 A U
o HBMI - fog g Aigcana I 7 I3 Qusge § GaRs Ude Aae™ I A Jad § wied
e T Herer Jl

A a9 33 Quads A gl S8 T8 I A I8, 89 393 UR, 393 foH Arearal, A 393

FIEd g9 Aeadl 39 UJd Hae IS

3HT 8 fafanret a9 § wryst Ardeg Aafam 7O Ao J:
fafanr 1 - wust 8% S8 B 39137 W3 fUI" UAeds <93I

fafanr 2 - 3 93931 Foe & ©J3 J9a 3913 U'AEd3 976
fafanr 3 - WnUE UARSs wuE F8wd <9 AT 33

fafanr 4 - S-gr=d yHretagE (2ner) B8 3

fafanr 5 — wye Guage wuse a3l
fafanr 6 — wnyer 3 gemiy JJ|
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fafanr 1 - wrUst eSS foa 3913 W3 SHd” U'ASds @93

A I8 IIT 3T NG K9 TS I AT I, 3T 8T 3T3 ITI&" I3 © UHeEds w3 Udoe ©f
AEardl 7 IH WS g9 7 wWUE I99'd 519 AT a3t 3, SR e 99 AeeT Il

ITF" NG UHIIS 313" W3 II&T UHLSIS &8 2 J&r grdier Jl feg feA § 335 7 wigHs
BIrQE § I HHSS HeedT|
35 9393t maet & €33 d9a {89 3977, fedue uHeds g8 7 IT7$ We I g i

3Jter 1 it v TH3RH R for § <03 ferarg &% 24l

FTE WUE II&T HIZ=RYTE Hfmlt, T g © w3 #Ars {ighw & & Jfemr 933t ordiet 31

s fEat Haseyas fag J7

8% T3 A 3 HIZRYIS ufm 8 e 31 ug Jag Iardmit €Mt &t ugeg fag age 967
FBUS a3 fa A a8t 9T 3T IS g ©us I AT I

69 g= OF Arearat 39 UJY AAR I& A1 3H WU 79 AT 99 J 94t I8 I

H R vy § 3H JT T foder S9d 3t 578 HUJd 5d AT J6

Ug AZ 3 HEt 318, 89 397G 33 fan & wiasdls wfant 3 Srad 89 9 Ao Ia

€3 393 fart & yfait ff9 7 3 W3 "UAed3 I8 famir ferm3T & 293 a3d wWiiar a3 Aee

Jol

fog 3973 uAEgs § JiAc 9% 3¢ Bd € o5 ffd eng 3AeT I

A & I3 3T W v3 3 S99 B I9% BE I3 AT IS

JIoT At I AT I



3t fag, FA WU €N & It w3 IFTT § T A WesTElG Hfswt 3 gJ9 JuE e
WS A3 9= 99 AR J?

U TS B 9 3917 UAEd3 ©f 293 o9 W3 AfSAI3 a9 4 3973 8N © UAed3
3J3 T A UASIS A 3H @938 I &8 4T I

forer H3me J fa A J8 fai I9 U3 8 393 UHed3 U3 ad 3T J, 37 89 3T 8T nieg
THY JT B¢ for < 293 &t 39 AT

e JH, TS €S 3T A 3 HISeyIE urfamit 38 i J1 fom § pfemiz =€

WNET 8% U'Aed3 fa< gT8eT d
fegst fg UAed3 o< gvs8e I&:

o NI

° U[rg!

o WIS

o ST

° g@*ﬂ'&ﬂgl

A 3T €A A gt &t J, 3t 307 W YyErsT 28 wiasEls AgY S35 grdiel I
WUE 8% UAedS o gese I

A 3 i 999 © Hisd J, 3I'3 U3 &g 393 Irdel, 3I'3 g, 7 393 {3t
HHE I3 AeTam® Aredrdl AHS J Ade! Il

A 3973 U3 AIftmi3 &l Is, 3F 393 AT § IR AEiSd weE T @1 H39T J Aaer J| fig

3J3 AT § AGS 7 RS 7, w3 AEI8 3T JIHS JBHS (GDPR) § 336 € 633 K9

U AT J

A 3973 I999 f9 Ace 3, 37 3% fod fSHfo3 a9 gdier J & 89 W UAeI3 v
Suagst T 3% & JuE, w3 g g Quads &g |3 7 = dI3 I8 I6 AT =93 K9 &4 Is
TG Aeddl B8, SHGS AEEd Haufadt Aed & A faman Irdis eH|

TR I A fBar 3T SHas Ardeg fAaufadt Aeg & SgrAde

https://www.ncsc.gov.uk/cyberaware/ ‘3 7 & Udfowr A Ader I


https://support.google.com/accounts/answer/41078
https://support.apple.com/en-gb/mac-backup
https://support.apple.com/en-gb/mac-backup
https://computing.which.co.uk/hc/en-gb/articles/360009159719-How-to-upgrade-from-Windows-7-to-Windows-10-for-free?ui=en-us&amp;rs=en-gb&amp;ad=gb
https://support.apple.com/en-gb/HT203977
https://support.apple.com/en-gb/HT202180
https://www.ncsc.gov.uk/collection/small-business-guide
https://help.yahoo.com/kb/account/reset-yahoo-password-sln27051.html
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fafanr 2 - {35 93338 AaT’ € <93 99 AH3 UASIS =761
J Ager JI

3912, U'Edrd UASds gegE T g et 3dtar 36 9333t A=t ©f @393 J9&" JI

@Iat Hee' & TI3 & I ST T WgHS BIrfen 7 Aaer 3 (fAR 393 US3 A6=d © &)
A 837 3 3t IA &9 w3 g # S 99 HaR J1 BTddt B8 SBUSBETIHIA!

WUE FEHT €U WUE UHEIS HIftMi3 96 &8 378 8T © Ysus &9 AafesT fdd,
WHI »I® TA3=H f9 for § <09 fererg &6 Sl

f8a 393" UASIs F='8@T B8 WUE Areardl ©f Udtftmr 36

o 3H wiesr Sar AR J fa get &9 faozr uAedz 9 = 100,000 &8 Az 3 g Uz &3

UASI3 &9 &t wiger?

WIHAGH2?2 (arsenal22)

o 1 RRIUAZTTIYINGST (1v&upjw3nt)
o Y@553=8Y0ONTIST (p@55w0rd)

o 3I3TeHS! (RedPantsTree)

o fEgadiwm (Victoria!)

o 2011977

€39 33T A (RedPantsTree) I

Jog B U3T A3 UATIST T8 WGSTEIS HOM ATST ST I8

3 933319 AEE &) UASIS TPt © B wAS 3dlar I6 fiAe 3973 & fedds Je & g

AIEE I w3 forAe WaH's e e o We Ages I
TR I® 7S B 3 SHas AdEd fAaufadt Aeg & 2gmde

https://www.ncsc.gov.uk/cyberaware/ ‘3 7 & Ugfowr 7 Aeer J
[End Community Language Document 3]
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fafanr 3 - wru? yAegs wu? Jend fRe AT a3


https://www.ncsc.gov.uk/cyberaware/

II3 UHSIF 33 WUE JEHY R AT 396 © widH J 393 2F FEHT (fA= g, At A
WH) § IT3 B8 IT'3 UASIZ WE IHE o

fog AgfesT 99 AdTT I;

o g AfeAfI3 a9& €T fa IH WUE UAeIs IvER o 38T &dt JI
o 3JG I AUEI-WUTT, R [ 3t SgAEie’ 3 guTse <ol

fog g UARTS' & €33 Jd6 A B uAeds § fed 3 20 Ay ‘3 =93 &8 e B3 I

HicHTS a3 fo IAT WU AT 33 UASIS' § HIfME d9e I A 3T Quade I #F Odt I Aer
3

3I3 A< |3 UASTs § fa? Aofimiz ag& 3

e fena3t 7 3973 QuadE 3 UdY YUz Jder I 89 3973 Ui 39 udeT B8 393 AT 13

YASII ©f 293 996 © Wl J AdTT I
for fami T AdEg-wUgg fiegse €3 for 39 & 3 i3 ovfewr &8 gg3 We wH 3, f18 feam
Aecand T 93 Jda UASd3 U™ a3 A I8

fog Aisnfos ge@e &4 f3 3 5ftmiz I, 3978 Brdier 3

o {3 3H wUE QuadE St A 9 99 A IH fTrel @93 &4t 99 I

o WE QuIJE § HIftmi3 JuT BE X 391} UATI < =J3 a3

o fAWUE A QUATE" w3 HI Bt B-Fe YHElagE (291e) T8 &)

o TfSAfcan (fogs & vee 7 f&asfije wa3r) o8 a3 A 393 Quads R feg fizrar

HI I

FTg e 3T fSUHT 39 3 S9-nid & Sde grdier J1 feg TS HI3TUTE HEaet § HE

Y3 J96 {9 I3 Hee J341 A II73 Quade gH Aer I A It J AT JI



U3T 99 WUE UASIS Jafen fEg fas AT 998 I&:
o TS FHI
o HHgHEE WA
o Crfugdean|
o HIIN

dt 3g& U3t A2
I WUE AT i3 I8 UAEISt 3 A 2w QuagE 3 ude Fae J frie 3 GR g8na T
Tote-fis di3T I


https://support.microsoft.com/en-gb/office/change-your-password-in-outlook-com-2138d690-811c-4545-b2f3-e4dbe80c9735?co=GENIE.Platform%3DDesktop&amp;hl=en&amp;oco=1
https://www.ncsc.gov.uk/cyberaware/
https://support.mozilla.org/en-US/kb/password-manager-remember-delete-edit-logins#w_make-firefox-remember-usernames-and-passwords
https://www.ncsc.gov.uk/cyberaware/

<Y HIfemr 7S 93

g =g A< 3A WuE 79 Quads w3 ATe B 3917, 99 UASIs (fafowr 13 3) Acsg 8=
J, I9 O I H IH WU I IT © HEH § Wl BE 99 Hae I (fafanr b 3 6)

TR I A9 B 39 SHes AEEg Haufadt Aed ©f sgrde
https://www.ncsc.gov.uk/cyberaware/ ‘3 7 & Udfowr A Ader I
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https://www.ncsc.gov.uk/cyberaware/
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fafanir 4 - - YHEIGTT (2FA) T8 II&

S-IEK YHEIFIE (2FA) IS § FT3 w3 wieg wige 3 Jae R Aofesr gger J, 2
€I&" AT ITI UASIS I

IS MEBEG Sfddl WY Jt 2FA T 293 JI< Ia fed wifdar 3931 uge § AE3 59t 58
TOI ArEarSt HaT & ader I, e fa g 33 7 393 25 ‘3 3 Aer I

o-JTd YHEIFaT (2FA) fae T8 adte

ITE WUE FeeT3g Hfami et 2FA & JHT T8 596 ©f Wigd3 Jedl A9 U3 2FA T
UHSH &t FI=dl WaSES Sfddr wreifes 39 3 2FA & 233 Jaet I

2FA & 2-FeH T IATHT A HBCT-aed YHElade & faar Aer J

dAF6: 2FA fa@ i gger I
2FA fa2 i gge I 3 316 39 udo gfeB= €3 Gusay J)
NS B8l 2FA T8 936"

o TSI

° GI'EH

o WGFH|
o M|
HAS Hidr SE 2FA T8 36T
o fACTHI
o IHEd
cfeadl
o B3]
TR I8 A9 B 39 dHa8 Adeg HauWfadt Acg ©f 29 e

https://www.ncsc.gov.uk/cyberaware/ ‘3 7 & Ugfowr 7 Aaer J
[End Community Language Document 5]


https://www.bt.com/help/email/manage-email-account/i-need-to-change-or-reset-my-bt-email-password
https://www.bt.com/help/email/manage-email-account/i-need-to-change-or-reset-my-bt-email-password
https://support.microsoft.com/en-us/office/turn-on-onedrive-backup-4e44ceab-bcdf-4d17-9ae0-6f00f6080adb?pli=1
https://help.yahoo.com/kb/add-two-step-verification-extra-security-sln5013.html
https://support.google.com/chrome/answer/95606
https://support.microsoft.com/en-us/microsoft-edge/save-or-forget-passwords-in-microsoft-edge-b4beecb0-f2a8-1ca0-f26f-9ec247a3f336?guccounter=1
https://help.aol.co.uk/articles/account-management-managing-your-aol-password
https://support.apple.com/en-gb/guide/mac-help/mchlf375f392/mac
https://help.twitter.com/en/managing-your-account/two-factor-authentication
https://support.microsoft.com/en-us/account-billing/how-to-use-two-step-verification-with-your-microsoft-account-c7910146-672f-01e9-50a0-93b4585e7eb4?lang=en
https://help.aol.com/articles/2-step-verification-stronger-than-your-password-alone

[Start Community Language Document 6]

fafanwr 5 - wye Guads wiude a3
gerger JI
FUShT wuZet St Sgd IHHIMIT B HIH3 Igemit I&| A 3H WU BuUage W3 Aiacand
wyge Sae J, 3 fog Ja3' § T9d Iy ST AT e J
WE & QUATE B8 W3 Aigcand B8 wreifed wiuget g8 Jd 1 feg dr dae Ia| forer
WIg fog I27T f IT& wuE v fog IIET Tre Bt JHE UEdT
IS GUSTIE W3 Weeawd § JH WU3T I96 o TgI3 Jet J1 3IG 33 o6 7 dfuged '3
foHrdizg HE AIe I6| WU 936" T8 WaSEs §3 Iz Jue ffg AIfesT 34T
weAfed wiudet fa< o5 adie

o MUB-NF

o MIYT —wEds W3 Wz
HElgree feadd 10 — wiude 88t feasdn 10 83
o fea3n 7 g mafas &dt I 39§ feadd 10 ‘3 wiid)3 S5 gdier I
NITZ AHICSS W3 Tg8t
wagfeg Wur

YHS: SUShT wifE Figcend feg IHHIMI & fa= i Sgemit 367
o UA
o Tl (39)
o Y3
‘Tl (A9) 7t gI< | g ITS ArErdt § HIfmiz S9T R AesT s9wr I

TR I8 A9 B 39 dHAS Adeg HAWfadt Acg < 29 e

https://www.ncsc.gov.uk/cyberaware/ ‘3 7 & Udfowr 7 Aer I
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https://myaccount.google.com/signinoptions/two-step-verification/enroll-welcome
https://www.linkedin.com/help/linkedin/answer/544/turn-two-step-verification-on-and-off
https://youtu.be/zD-CNuMxn5Q
https://youtu.be/zD-CNuMxn5Q
https://help.instagram.com/1124604297705184?hl=en-GB
https://www.facebook.com/help/148233965247823?hl=en-GB
https://www.ncsc.gov.uk/cyberaware/

[Start Community Language Document 7]

fafanr 6 — wnysr 3 Samiy a9

SO II6 T WIH J 3T3 Arearat ©f i It sE8E w3 fan 39 Busgs A wesEle
B8 ASIH ‘3 oA BIfemi3 J3&T

fsTH3 33 '3 Sy g9 T WIE J fa 3T3 I INHT 3T Areddl T &= HASIE HIfanr
I A 3ITF 3T IH AT I 7 I J AeT I 3T e IT$ A% HF YU3 F96 f9 AoesT

34T
I wreAfes Sy & T8 a9 AR JI fog T3 I8 e J96 ©f 37 © HJI9 feufHz 39 3 3Tt

HEardl & I%83 HIIH R AT 34T
A 3H vyt Freardt § 9 USB Afcd A Sradt 97938 39w 3 Sy Sge J, 3 ferd wud
Sfy8cg 3 f3Addse aa AT Semiy adt 3T 7 fgar

dt 3gd uzT A2
T WUE QuaTE § Wu3T S9% 3 UfIBT IR wiE 3T T Sy JI9E

gdier J| fog for B8 I fIEfx wiude’ st @79 Tdist § I A 58 Haemi

o
wIdfed Sy fas o8 J<te
Jofent ge nreAfed gamiy o o7 Jdie:
o WUZ _NJ|
o MUY —WEE W3 W3]
o 3TfI|
o HEIAEE feadn 10 W3 feasn 8 T Fie<|

fad® U w3 82 I9T'g" BEl iy I3 ABT
I3 3T S HMU FIG T IH fod I3 T 7 A8 AEET wes TUdel 9 3T 3T A9Ed 98T

At IfT Herer J

WE FIET BE Y 3 HISTYIT T T UsTE d9d HIWS 3| feg 13T, fesrgraan, aras,
A AUsTeg & Feard! I Aaet JI feg Bferfoz a3 & ferer fsufiz gu iR Semiy i3 Ater
3


https://support.apple.com/en-gb/HT204204%22/t%20%22_blank
https://www.ncsc.gov.uk/cyberaware/
https://support.google.com/android/answer/7680439?hl=en-GB
https://support.google.com/googleplay/answer/113412

3% o9 & yzT Iz g J & 3T IHE & At K gamiy § fa= 598 936 I
TY Aredrdl B8, SHES AEEd faufadt Aeg & A faman ards 2H|
<R 9 A B 3 SHes AdEg faufadt Aeg & frdle

https://www.ncsc.gov.uk/cyberaware/ ‘3 7 & Ugfowr 7 Ader J1
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[END OF DOCUMENT]


https://www.ncsc.gov.uk/collection/small-business-guide
https://support.google.com/android/answer/2819582

